Virginia Emergency Operations Plan i
Volume 4, Hazardous Materials and Terrorism Consequence Management Plan

Table of Contents
TABLE OF CONTENTS
Part Page
1 BASIC PLAN ..ottt sttt ettt st abenbeereene e 1-1
AULNOTTTIES. ...ttt bbbt 1-1
PUIPOSE. ... 1-2
Tol0] oL O RSTRPTPRPRPPRRPI 1-3
STIUALION ...t ettt et s be et sneenbe et 1-5
[V IS o] PSPPSRSO PR PSPPI 1-6
OFQANIZALION. .....eeitieiiee ettt sttt et et esbeenbe st e sneenae s 1-6
Concept OF OPEIAtIONS ......ccveiieeieiierie e ee e 1-11
EXECULION ...ttt sttt st st nnes 1-16
High Significance-High Consequence (HS-HCA) Areas.........cccccevevvervenenne. 1-17
Tab1l  National Incident Management SYStem .........ccccovvveveriinninneniieneennns 1-20
Tab 2  National Incident Management System-Terrorism...........c.ccoceevenen. 1-21
Tab3  Relationship of NRP to Other Local, State, and Federal Plans ......... 1-22
Tab4  Hazardous Materials Officer Service Areas ........ccocveevverienivsvnieennnn. 1-23
Tab5  Hazardous Materials Team Service Areas.........cccoccvrveereereniensennnnns 1-24
Tab6  Regional Coordinator SErvViCe Ar€as ........ccccovevveieerverieseeseeseaseesenns 1-25
Tab 7  Virginia Emergency Response Team.........ccccuverierinieenenneniiesennenas 1-26
Tab 8  Joint Operations CeNer.........cccviiueiiereiie e 1-27
Tab9  Federal Bureau of Investigation Command POSt ............ccccceiviienen, 1-28
Tab 10  Unified COMMANT.......ccooiiiiiiiieie e 1-29
Tab 11  Emergency SUPPOrt FUNCHIONS........cccviieieiierie e 1-30
Tab 12  Definitions and AbDreviations...........ccoccovviniinienenese e 1-31
2 HAZARD ANALYSIS ...ttt st st 2-1
3 PREVENTION ..ottt 3-1
Tab1l  Summary of Statutes, Executive Orders, Presidential Directives........ 3-2
4 AGENCY TASK ASSIGNMENTS .....oiiiiiiiiiiiee e 4-1
5 DIRECTION AND CONTROL......oiitiiiiiiiieieieiesie et 5-1
Tabl  NIMS Emergency Response Organizational Framework.................... 5-9
Tab 2  FBI Territory by Resident AQENCIES.........ceveieeieriinienieneeie e 5-10
6 COMMUNICATIONS AND WARNING.......cccctiiiiniiiniieee e 6-1
FUSTON CBNTET ...ttt sbe e e 6-2
Homeland Security AdVISOry SYSIEM .......cccvevviieriericie e 6-3
Tabl VEOC Communications PathWays........cccccooeiiieneriieniinnenie e 6-8
7 PUBLIC INFORMATION ..ottt 7-1
Tab1l  Joint Information Center Organization ............ccoocveveveeneniinneenceieees 7-7
8 SITE ASSESSMENT AND CHARACTERIZATION .....cccooiiiiiiiiene e 8-1
9 PROTECTION OF EMERGENCY WORKERS.........cccoiiiiiiene e 9-1
10 PROTECTIVE ACTIONS ...ttt 10-1
Tab 1l  Protective Action WOIKSheet .........ccoceieiiiiiiiiieieieecc e 10-8
Tab2  Concentrations of Virginians Age 65 and OVer..........ccccocvvvvvienienen. 10-9
Tab 3  Public Housing Properties by Local Health District........................ 10-10
Tab 4  Distribution of Nursing Facilities by Local Health District............. 10-11

Tab5  Distribution of Hospital Facilities by Local Health District............ 10-12



Virginia Emergency Operations Plan i
Volume 4, Hazardous Materials and Terrorism Consequence Management Plan

Table of Contents
Part Page
11 OIL SPILL RESPONSE.......coi ittt 11-1
Table 1 Federal On-Scene Coordinators for CERCLA Events.............cccovennne. 11-4
Table 2 NRP Coordinating Mechanisms and Hazard Specific
National Contingency Plan StruCtures...........cccocevvvevineeneniieseennns 11-4
Tab 1 Geographic Area of Coastal ZONe.........cccccevveveeeiiieneece e, 11-9
Tab 2 DEQ Regions and Regional OffiCes .........ccccvveviiiiiiicnieieen 11-10
Tab 3 Virginia Oil Spill Response Council
Emergency Communications Plan............cccoveviiiiiniiniinnennns 11-11
Attachment 1  Radio Channel Assignment Plan ...........ccccccoveveveiiieneenen. 11-14
Tab 4 State Representative to Federal Region I RRT .......ccooiiininnne. 11-15
Tab 5 State Representative to Federal Region Il RRT for
SPills I Virginia WaALersS..........cooueiiiriieie e 11-18
Tab 6 Non-Governmental AQENCIES.........ccvvereiieriiereeieceese e 11-20
Tab 7 Federal Assistance Available to the OSC/RPM...........ccccoovvvenene. 11-23
12 HAZARDOUS MATERIALS RESPONSE.........cccooiiiiiinieee s 12-1
Tab 1 Hazardous Materials Report FOrm..........cccocoevvviiiniiseieee e 12-5
Tab 2 Regional Hazardous Materials Officers Areas of Responsibility .... 12-6
Tab 3 Regional Hazardous Materials Response Teams Primary Areas
Of ReSPONSIDIILY ..o 12-7
Tab 4 Unified Command SYStEM .........ccceviiiiiiiiieere e 12-8
Tab 5 Reporting FIOW Diagram .........cccocevveieiieieeie e esie e 12-9
Tab 6 Telephone Numbers for Alerting, Reporting, and Notification..... 12-10
Tab 7 Technical Resources for Hazardous Materials Emergencies......... 12-11
Tab 8 Emergency Support FUNCtion 10 ........cccccevieiiniieiinniene e, 12-13
Attachment 1  National Response Plan ESF 10 Organizational Chart.... 12-16
Attachment 2  Policy Guidance on ESF 10 Mission Assignments ......... 12-17
12-A VIRGINIA DEPARTMENT OF LABOR AND INDUSTRY .....cccocvcvvvnnne 12-A-1
Tab 1 Organization Chart..........ccooeieiiieie e 12-A-3
Tab 2 Agency Contact Numbers for Reporting Incidents..................... 12-A-4
12-B VIRGINIA DEPARTMENT OF TRANSPORTATION .....ccccoviviiiiiieienns 12-B-1
12-C DEPARTMENT OF STATE POLICE ..ot 12-C-1
Tab 1 FIEld DIVISIONS ..ottt 12-C-3
12-D VIRGINIA DEPARTMENT OF FORESTRY ...ccocovviiiiiiiiinene e 12-D-1
Tab 1 Administrative Regional Boundaries...........ccccvvviviiiniieninninnnns 12-D-4
12-E MARINE RESOURCES COMMISSION ......ccccooiiiiiiiiiieie e 12-E-1
Tab 1 RESOUICE INVENTOIY ...t 12-E-2
Tab 2 MRC Organization...........coveeeieeiesieseese e se e se e 12-E-3
Tab 3 Geographic Responsibility.........c.ccceiviveiieiece e 12-E-4
Tab 4 PrOCEAUIES.....eoiiieie et nns 12-E-5
Tab 5 EXECULION ..ottt 12-E-6
12-F VIRGINIA DEPARTMENT OF GAME AND INLAND FISHERIES......... 12-F-1
12-G VIRGINIA DEPARTMENT OF HEALTH ..ot 12-G-1
12-H VIRGINIA INSTITUTE OF MARINE SCIENCE ......cccccoivivececece e 12-H-1

Tab 1 Decision-Making Authorities...........cccccevviiiiecie e 12-H-3



Virginia Emergency Operations Plan iii
Volume 4, Hazardous Materials and Terrorism Consequence Management Plan

Table of Contents
Part Page
13 ENVIRONMENTAL CRIMES ...t 13-1
Tab 1 Methamphetaminge Laboratories ..........coceveeieninneniin e 13-4
Attachment 1 Best Practices Protocol ...........c.ccoovvviiieiencieiiiise, 13-8
14-A TERRORISM THREAT/RISK ASSESSMENT ......cooiiiiiiieii e 14-A-1
14-B EMERGENCY RESPONSE TO TERRORISM EVENTS (CBRNE).......... 14-B-1
Tab 1 WMD Threat SPectrUm........c.ccooiiiiiiiieiiee e 14-B-3
Tab 2 Terrorism BY EVENL........ccooiiieie e 14-B-4
Tab 3 Explosives and Incendiary DeVICES .........cccccvverreeieeieenienieseenees 14-B-5
Attachment 1~ Overview of Explosive Delivery Methods ................ 14-B-10
Attachment 2~ VSP DiviSion Map .......ccccooveiininiinnieiesee e 14-B-11
Attachment 3 State and Local Bomb Squads ...........cccccevevvivveinennns 14-B-12
Attachment 4 Suicide BOMDEIS ........ccooeiiiiiiiiiie e 14-B-13
Tab 4 Chemical Threat.........ccoooviiiiiiie s 14-B-17
Attachment 1  Chemical AQents.........cccccoviiiiiinin i 14-B-20
Attachment 2 ~ Chemical Precursors/Associated Agents ................... 14-B-21
Attachment 3 Toxic Industrial ChemicalS.........c.ccoovieiiiiniiinnn. 14-B-23
Attachment4  HAZMAT Officer Service Areas.........c.ccocevvvrvrnennnn. 14-B-24
Attachment5  HAZMAT Team Service Areas........cccoceververeenenne 14-B-25
Tab 5 Biological THreat .........cccevvevveiiiiese e 14-B-26
Attachment 1 Profile of Category A/B Diseases/Agents.................. 14-B-30
Tab 6 Nuclear/Radiological INCIdents...........cccccevveveriieieeie e 14-B-32
Attachment 1  Federal Coordinating Agencies in
Various Types of Radiological Events ...................... 14-B-35
Attachment2 ~ Fundamental Properties of Radiation......................... 14-B-36
Attachment 3 Dose Limits and Exposure GUIde ...........cccccvevvervennns 14-B-37
Attachment 4 Inverse Square Law..........ccccovvevenniienesie e 14-B-38
Attachment5  Stay Time Reference Table..........cccccovvvivevviieinennns 14-B-39
Attachment 6  Instrumentation/DOSIMetry .........ccccoocvvveriienenniesenen. 14-B-40
14-C INFRASTRUCTURE ..ottt 14-C-1
Tab 1 POrt INFraStruCtUre ........oovveiieiee s 14-C-6
Attachment 1  Ports and Supporting Transportation
INFraStrUCTUNE....c.veieiee e 14-C-11
Attachment 2 Port of Hampton Roads............cccocevviieiveveniiesnenns 14-C-12
Attachment 3 Port of Richmond..........ccooeiiiiiiiiene e 14-C-13
Attachment4  Virginia Inland Port ..........c.ccccooviveieinccc e 14-C-14
Tab 2 Rail INFraStruCture ........ccooeviieieceeee e 14-C-15
Attachment 1 Freight Rail SyStems ........c.ccccvvvieiiviie i 14-C-19
Attachment 2~ Miles of Railroad Operated By Owner ...................... 14-C-20
Attachment 3  Passenger Rail SyStems...........ccocvvveiinineniiinieinenn, 14-C-21
Attachment4 ~ WMATA Subway Lines........cccccevvvivveieiieeseeie e 14-C-22
Attachment5  Top 25 HAZMAT Transported by CSX.......ccccooveees 14-C-23
Attachment6  Top 25 HAZMAT Transported by NS....................... 14-C-24
Attachment 7 Top 25 HAZMAT Transported in North America .... 14-C-25
Attachment 8  Rail Freight Traffic by Handling Type........c..cc......... 14-C-26

Attachment 9 UN/DOT Hazard ClasSeS.......uuueueeeueeeennnnens 14-C-27



Virginia Emergency Operations Plan iv
Volume 4, Hazardous Materials and Terrorism Consequence Management Plan

Table of Contents

Part Page
Tab 3 N T 00 TSR 14-C-28
Attachment 1 Airport Classifications ..........ccoocvvviiiinnenie i 14-C-31
Attachment2  DOA-AIrport Security Guidance ............ccccceevvervennnnn 14-C-33
Tab 4 Highways, Bridges, Tunnels, and Associated Facilities............ 14-C-36
Attachment 1 Virginia Highway Map .........cccccvevivivniiiiiec e 14-C-39
Attachment 2 VA Highway Map/Associated Truck Distribution Centers ...... 14-C-40
Tab 5 Water INFrastrUCTUNe ........oveivirieiciece e 14-C-41
Tab 6 PIPEIINES ... s 14-C-46
Tab 7 (O3 0T (=1 4 1] 1511 1 ISR 14-C-48
Tab 8 THANSIT ..t 14-C-56
Attachment 1 Transit Systems in Virginia .........cccccceeevvivevieeieiinnnnnn, 14-C-58

14-D-1 HEALTH AND MEDICAL-STRATEGIC NATIONAL STOCKPILE PLAN
(BASIC ONIY) ..ottt e te e enne e 14-D-1-1
14-D-2  FATALITY PLAN/CHIEF MEDICAL EXAMINER’S OFFICE............. 14-D-2-1
Tab 1 OCME DIStrHCt MaP......eceeieeiecieeseese e 14-D-2-19
Tab 2 OCME Organization Chart ............ccooceirnieenine e 14-D-2-20
Tab 3 Disaster Portable Morgue Unit Requirements...............c........ 14-D-2-21
Tab 4 Mass Fatality Decontamination ..........ccccccoceevieeneninnnenennnn 14-D-2-24
14-D-3  METROPOLITAN MEDICAL RESPONSE SYSTEM .....ccccceivniiininnns 14-D-3-1
14-E-1  DIVISION OF CONSOLIDATED LABORATORY SERVICES............. 14-E-1-1
Tab 1 DCLS-Emergency Contact Information ............cccccvevvvieivennnns 14-E-1-3
Tab 2 Collection Procedure for “Unknown or Suspicious” Substancel4-E-1-4
14-E-2  DEPARTMENT OF FORENSIC SCIENCE .........cccccootiiiiiiiienene e 14-E-2-1
Tab 1 CONLACT LIST.. e e 14-E-2-5
14-F ENVIRONMENTAL PROTECTION ..ot 14-F-1
Tab 1 Environmental Agency Profile ..., 14-F-6
Tab 2 Environmental Assessment Task FOrce........ccooovvvviiiniiciinnninns 14-F-7
Tab 3 Guidelines For Removal of Contaminated Debris..........cc.ccoueee. 14-F-9
Attachment 1 Hazard Evaluation Flowchart For Unknowns........... 14-F-13
Attachment 2 Source Control Measures Decision Algorithm......... 14-F-14
Attachment 3 Suggested Treatment Methods Decision Logic........ 14-F-15
Attachment 4 Suggested Treatment Methods/Solutions ................. 14-F-16
Attachment 5 Chemical WMD Disposal Options............ccccceevvenenn. 14-F-17
Attachment 6 Biological Agent Disposal Options ..........cccccevuenee. 14-F-18
14-G FOOD AND AGRICULTURE ..ottt 14-G-1
14-H CRISIS COUNSELING/CRITICAL INCIDENT STRESS MANAGEMENT ...... 14-H-1
Tab 1 Program CONACES.........cccueiieerieiie e 14-H-5
Tab 2 CISM Team INformation..........ccoevereiiiiininieeese e 14-H-6
Tab 3 Factors that Influence Level of Stress Generated By a Disaster.. 14-H-8
Tab 4 Stress Reaction SymptomS.........ccvveviiieieece e 14-H-9

14-1 SEARCH AND RESCUE ... 14-1-1



Virginia Emergency Operations Plan v
Volume 4, Hazardous Materials and Terrorism Consequence Management Plan

Table of Contents
Part Page
14-] RESOURGCES ...ttt bbbt 14-J-1
Tab 1 Regional HAZMAT Teams Minimum Equipment List................ 14-J-3
Additional Equipment ACQUISITIONS.........cccveveiieereeriesieeseerie e 14-J-9
Tab 2 Virginia State POLICE ......covviiiiiii e 14-J-11
Tab 3 Other Federal Technical SUPPOrt/RESOUICES .......c.cccvevververieeens 14-J-13
14-K VIRGINIA NATIONAL GUARD - CIVIL SUPPORT TEAM.......c.ccccvunee. 14-K-1
Tab 1 Civil Support Team EQUIPMENt .......cccocoeiiereeecee e 14-K-3
14-L VIRGINIA CAPITOL POLICE.......coiiiieiectce et 14-L-1
Tab 1 Capitol ComplexX Map.......cccevveieiie e 14-L-5
14-M SPECIAL EVENTS ..ottt 14-M-1
14-N RECOVERY ...ttt bbbttt bbb 14-N-1
14-0O TRAINING AND EXERCISES.......coiiiereie sttt 14-0-1



